








When you detect an attack you want to find out what’s going on, and fast! 
This 2-day forum will explore:

Life Cycle of a Data Breach: Best practices for Prevention, Detection, and 
Response

Learning From The Past To Secure The Future: Mining Network Log Files for 
insights and analytics that can materially transform the way security threats are 
detected and investigated

Attendees will:

Understand the value of rich, historical metadata and its importance in 
stopping network attacks 

Learn how to use your networks history to secure today and protect the 
future

Gain an appreciation of the risks associated with transitioning securely to a 
virtual organization and the practical issues that can be encountered.

TRACK 5

Network Operators Forum
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TRACK 5

DAY 3

Network Operators Forum

Keynote: Hacking for the Greater Good

Welcome / National Anthem / Prayer

Forum Overview

Facilitated Q&A

MORNING BREAK

Anatomy of a Secure Network

Discussion Summary and Takeaways 

Common Intrusion Techniques and How to Detect and Defend Against Them

Discussion Summary and Takeaways 

LUNCH

Keynote: CERTS  - Promise, Pitfalls and Practicalities 

Discussion Summary and Takeaways 

AFTERNOON BREAK

Framing A National Response -  Network Operators Cyber Security Framework Priorities & 
Considerations

Discussion Summary and Takeaways 

Agenda 
At A Glance

Computer network 

administrators, and IT 

professionals will gain 

hands-on training in 

threat detection, network 

strengthening and data 

security.
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DAY 4

Network Operators Forum
TRACK 5

Day 1 Recap

Securing the Network I: Understanding the Threat Landscape

Facilitated Q&A

MORNING BREAK

Securing the Network II: Tips, Techniques and Best Practices

Discussion Summary and Takeaways 

LUNCH

Securing the Network III: Penetration Testing Lab

Discussion Summary and Takeaways 

Agenda 
At A Glance

Computer network 

administrators, and IT 

professionals will gain 

hands-on training in 

threat detection, network 

strengthening and data 

security.
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“This first Belize National Cyber Security 
Symposium offers a holistic view of the 
issues, current threats, myths,  pitfalls 
and opportunities for safeguarding, 
defending and strengthen digital 
infrastructure against cyber-attacks.”



The Judiciary and Cybersecurity 

This half-day event will provide members of the local and regional judiciary with 
exposure to the key legal and policy issues related to cybersecurity, including the 
legal authorities and obligations of both the government and the private sector 
with respect to protecting computer systems and networks, as well as the 
national security aspects of the cyber domain including authorities related to 
offensive activities in cyberspace. 

The agenda will include a survey of regional laws, regulations as well as regional 
and international cases related to surveillance, cyber intrusions by private and 
nation-state actors, data breaches, and privacy and civil liberties matters, among 
other things. 

Attendees will:

Explore the legislative and technology landscape 

Discover and discuss cutting-edge issues at the intersection of law, tech-
nology, and policy.

TRACK 6

Justice Sector
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Agenda 
At A Glance

TRACK 6

DAY 4

Judiciary & Legal Forum

Understanding Cyber Security  - Terms, Concepts and Trends

Welcome / National Anthem / Prayer

Forum Overview by Chief Justice

Keynote: Cyberspace and Cybercrimes - How The Digital Era is Impacting Law and Justice

Facilitated Q&A

MORNING BREAK
JUDICIARY FORUM

PANEL: Information Warfare and Justice Issues - Local, Regional and International 
Perspectives

Discussion Summary and Takeaways 

Justice Toolkit - Tips, Tools and Resources for Staying Up-to-date

Session Summary

LUNCH
LEGAL FORUM

Anatomy of  Model Cyber Law - HIPCAR Revisited

PANEL: State of Cyber Laws in Belize - Where Should We Be

Understanding Cyber Security  - Terms, Concepts and Trends

Forum Overview by Attorney General

PANEL: State of Cyber Laws in Belize - Where Are We Now

AFTERNOON BREAK

Framing A National Response -  Legal Stakeholders Cyber Security Framework Priorities & 
Considerations

Session Summary

Explore the 

interpretation of local, 

regional and 

international laws, 

regulations and cases 

related to surveillance, 

cyber intrusions by 

private and nation-state 

actors, data breaches, 

and privacy issues.
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Development of a National Cyber Security Framework is viewed as a key policy 
feature, helping national stakeholders to counter the risks of cyber threats  which 
have the potential to undermine the economic and social benefits Belize stands 
to gain from cyberspace.

This model illustrates the underlying logic behind recurring components of 
National Cyber Security Strategies, even though their own intervention logic may 
not be made explicit in the individual documents. It also serves as an illustration 
of a potential approach towards connecting the elements commonly contained 
within national strategies. The key objectives development of the national cyber 
security framework, are:

To develop consistent approaches to cyber defense 

To secure critical information infrastructures

To achieve cyber resilience, in government, corporations and institutions 
and homes

To reduce cyber-crime

To foster development of a local industry on cyber security

National Cybersecurity 
Framework Working Group
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DAY 5

Closed Session for National 
Cyber Security Task Force

Overview of the Belize National IGF and Cyber Security Agenda

Opening Remarks

National Cyber Security Task Force Introductions

Cyber Security Symposium Task Force Objectives and Scope of Work

MORNING BREAK

Discussion on National Cyber Security Framework Guiding Principles

Presentation of National Cyber Security Symposium Forum Outcomes

Distillation of National Cyber Security Priority Areas and Emphases

LUNCH

National Cyber Security Framework Drafting - Pulling Together the Pieces

AFTERNOON BREAK

National Cyber Security Framework Drafting - Pulling Together the Pieces

Agenda 
At A Glance

A cross-sectoral group 

of national stakeholders 

will draft Belize’s first 

National Cyber Security 

Framework and Action 

Plan.

BELIZE NATIONAL CYBER-SECURITY SYMPOSIUM
24-28 APRIL 2017, BELIZE CITY 26



For More
Information

If you would like more information or are interested in 
contributing to this event, please contact us at 
info@nigf.bz

Thank you for your interest!

Thanks to our Regional and International 
Collaborative Partners:

Caribbean Telecommunications Union (www.ctu.int)

Internet Society (www.isoc.org)

Packet Clearing House (www.pch.net)

EVENT ORGANIZERS

Belize Public Utilities Commission (www.puc.bz)

Caribbean Network Operators Group (www.caribnog.org)

LOCAL PARTNERS

Belize National Security Council

Belize Central Information Technology Office (CITO)

Office of the Chief Justice

Other Government Ministries

www.nigf.bz/cybersecurity


